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PECB CERTIFIED ISO/IEC 27001:2022
Transition

Become acquainted with the differences between ISO/IEC 27001:2013 and
ISO/IEC 27001:2022

Why should you attend?

The new version of ISO/IEC 27001 has been recently published and is now aligned with the new version of ISO/IEC 27002,
which was published in February, 2022. The major changes between ISO/IEC 27001:2022 and ISO/IEC 27001:2013 are noticed
in the information security controls of Annex A, whereas a few other minor changes are present in the clauses of the standard
too. Furthermore, the title of ISO/IEC 27001:2022 differs from the title of ISO/IEC 27001:2013, as now the standard is titled
Information security, cybersecurity and privacy protection — Information security management systems — Requirements.

The “PECB ISO/IEC 27001 Transition” training course provides detailed information on the revised clauses, the new terminology,
and the differences in the controls of Annex A. Additionally, this training course provides participants with the necessary
knowledge to support organizations in planning and implementing the changes in their ISMS to ensure conformity with ISO/IEC
27001:2022. As such, you will be able to participate in projects to transition from an ISMS based on ISO/IEC 27001:2013 to an
ISMS based on ISO/IEC 27001:2022.

Once you become acquainted with the new concepts and requirements of ISO/IEC 27001:2022 by attending the training course,
you can sit for the exam, and if you successfully pass it, you can apply for the “PECB Certified ISO/IEC 27001 Transition” credential.
This certificate will prove that you have up-to-date knowledge and professional capabilities to successfully update an ISMS based
on the requirements of ISO/IEC 27001:2022.
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Who should attend?

This training course is intended for:

» Individuals seeking to remain up-to-date with ISO/IEC 27001 requirements for an ISMS

> Individuals seeking to understand the differences between ISO/IEC 27001:2013 and ISO/IEC 27001:2022 requirements
» Individuals responsible for transitioning an ISMS from ISO/IEC 27001:2013 to ISO/IEC 27001:2022

» Managers, trainers, and consultants involved in maintaining an ISMS

» Professionals wishing to update their ISO/IEC 27001 certificates

Course agenda Duration: 2 days

Day 1 ‘ Introduction to ISO/IEC 27001:2022 and comparison to ISO/IEC 27001:2013

» Training course objectives and structure » Overview of the changes between ISO/IEC 27001:2013
» Standards and regulatory frameworks and ISO/IEC 27001:2022
» Changes in clauses 4 to 10 of ISO/IEC 27001

Day 2 ‘ Comparison between Annex A controls of ISO/IEC 27001:2013 and ISO/IEC 27001:2022

» Annex A — Organizational controls » Annex A — Technological controls
» Annex A — People controls » Closing of the training course
» Annex A — Physical controls
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Learning objectives

Upon successfully completing the training course, participants will be able to:

» Explain the differences between ISO/IEC 27001:2013 and ISO/IEC 27001:2022

> Interpret the new concepts and requirements of ISO/IEC 27001:2022

» Plan and implement the necessary changes to an existing ISMS in accordance with ISO/IEC 27001:2022

Examination Duration: 1 hour

The “PECB Certified ISO/IEC 27001 Transition” exam fully meets the requirements of the PECB Examination and Certification
Program (ECP). It covers the following competency domains:

Domain 1 | Differences between main clauses of ISO/IEC 27001:2013 and ISO/IEC 27001:2022
Domain 2 | Differences between Annex A controls of ISO/IEC 27001:2013 and ISO/IEC 27001:2022

For specific information about the exam type, languages available, and other details, please visit the List of PECB Exams and
Exam Rules and Policies.
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Certification

After successfully completing the exam, you can apply for the credential shown on the table below. You will receive a
certificate once you fulfill all the requirements of the credential.

Credential Professional ISMS project Other

experience experience reqmrements
PECB Certified PECB Certified None None Signing the PECB
ISO/IEC 27001 ISO/IEC 27001 Code of Ethics
Transition Transition exam

For more information about ISO/IEC 27001 certifications and the PECB Certification process, please refer to
Certification Rules and Policies.

General information

» Certification and examination fees are included in the price of the training course.

» Participants will be provided with training course materials containing over 120 pages of information, practical examples, and
quizzes.

» An attestation of course completion worth 14 CPD (Continuing Professional Development) credits will be issued to the
participants who have attended the training course.

» Candidates who have completed the training course but failed the exam are eligible to retake the exam once for free within a
12-month period from the initial date of the exam.
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